Filename: Privacy








Take back our privacy


by Jack Balshaw


10/14/99





There’s been a lot of concern expressed lately about preserving the privacy of personal information.  The primary methods mentioned to preserve our privacy have been to either withhold personal data ourselves or to prevent public bodies from selling information they have about us to private parties.  We’re going about it in completely the wrong way.  





The most direct and American and capitalist way would be to legally treat personal information as a personal possession.  This would make personal information a valued commodity and require permission to use it beforehand.  Look at how we handle all of our other possessions.  Sure, we lock the doors to make it difficult for burglars to get into homes and autos, and we may try to not openly display items of value, but, the ultimate protection when these actions don’t work is to put the person who took our possessions without approval in jail.





We’re a bunch of sheep that has been brainwashed into thinking that it is our responsibility to protect our own privacy.  The American way is to establish a legal right such as by a trademark or copyright and then sue anyone who uses it without permission.  Why shouldn’t our personal information, other than what appears in a phone book, be considered personal property?  Property that can’t be used without payment in advance.





If the state or a commercial business requires certain information to process a drivers license, vehicle registration, tax payment, bank loan, mortgage, credit card, etc., that information could still be considered privileged and not available for distribution.  And so could be details of what we purchase with any credit card or disclose in any official or commercial transaction.  Any transmission of our personal data to an unauthorized party could be considered theft and punished as a crime and not just a civil matter.





If organizations collecting information about us can sell it for profit to others as a mailing list, why can’t this be considered theft of something of value?    





I’m continually astounded that it has been turned around so that WE are responsible for protecting our personal information and not those using our personal information without our permission.  Even if it’s on a required public record, there must be a way to secure it so that the public records can’t be “mined” electronically or manually for all the information in them.  





A requirement that records of only one person at a time may be researched and that no more than a small number of records a session may be accessed would effectively close off this source of information for mailing and other lists.  If banks can limit your ATM withdrawals to $200 per withdrawal with a limit of no more than three withdrawals per day, something similar could be done for public records also.








No matter how many laws there are to try to keep personal data secure, there will always be a new process developed in this computer age providing a loop hole in the law.  The current discussion about newer computers having a unique, built-in identifiers that would become part of any E-mail, Internet or on-line transaction is only the latest potential loop hole.





Instead of writing laws that attempt to detail how personal information must be made secure, why not put the responsibility on anyone who uses personal information to show that it is an authorized use?





The reality of course is that we individually have no political clout compared to the industries wanting to have free and easy access to our personal data.  To make these industries responsible would put them at risk of civil or criminal charges.  No politician will do that until he sees that the voters are angry enough to remove him if he doesn’t.  Only then might there be any action to protect individual citizens.   





   


